

Appendix A
Electronic Data Transmission Method (ETRTM) Guidelines

Using Secure Sockets Layer


INTRODUCTION: 

The Electronic Data Transmission Method (EDTM) described in this document enables information exchange between trading partners using Secure Sockets Layer (SSL).

SSL is used to encrypt network packets between the client desktop and the server.  This protects the files from being compromised while traveling over the Internet.  By using an SSL certificate from a recognized 3rd party Certificate Authority, the clients are assured they are actually connecting with who they think they are.

Note: This guideline is based on an implementation using specific technologies and infrastructure. While alternate implementations could work, this is the recommended guideline for the ASTM Data Communications Committee.

ARCHITECTURE: 

The data store utilized by this method is file based. All files are stored in a hierarchical folder structure, which is exposed to users and other automated tools by using HTTP/S protocols.  In order for a user or an automated tool to use the SSL system, a user id and password is required; this user information may be stored in various forms: local server id, LDAP (Lightweight Directory Access Protocol) directory, database and even web services such as Microsoft Passport.  The implementation of each of these would be dependent on the current infrastructure of the trading partner.  There may be advantages and disadvantages of an individual implementation, but for the purposes of this document, they are all acceptable.

The recommended file hierarchy is as follows:

Administrative Level
- Top level folder admin access only


Trading Partner folder Level 1(Lab or Data Consumer 1)



Sublevel folder(In Box)



Sublevel folder(Out Box)


Trading Partner folder Level 1(Lab or Data Consumer 2)



Sublevel folder(In Box)



Sublevel folder(Out Box)


Trading Partner folder Level 1(Lab or Data Consumer …n)



Sublevel folder(In Box)



Sublevel folder(Out Box)

The owner/admin of the site will have full access at the top level folder and all folders below.

Each trading partner’s folders will have their own authorized user(s).  Within this context, users will be able to read and write files.  There can be any number of these folders below the top level. The owner/admin will maintain this structure, however it is suggested all participating companies should agree to the same structure and directory naming conventions, as described above in the basic file hierarchy.

Non-administrative users (trading partners) will only have access to their designated folders, and will not see any others.

IMPLEMENTATION EXAMPLE:

This EDTM uses HTTPS with a SSL enabled browser for trading partners’ access via the Internet.

You will require some form of an upload component to permit a web browser to upload a file to the web server.  This particular component allows control of the security context so that unauthorized users cannot exploit the function to access the server. This component may be purchased or can be built inhouse.

Implementation also requires a SSL certificate (VeriSign is a commonly used certificate provider).

A separate component should be used to handle authorization and authentication.  Users are challenged for an ID and password when first accessing the site.  This authenticates the user to the site and allows authorized access to the proper document folders (SiteMinder from Netegrity is an example of this type of software).  Native operating system security could also be used.     
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